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Critical Elements

Plans and Procedures Vital Records and Databases
Essential Functions Human Capital (Personnel)
Delegations of Authority Test, Training & Exercises
Orders of Succession Devolution of Control and
Alternate Operating Direction

Facilities Reconstitution

Interoperable

Communications




Vital Records and Databases

Vital Records
Emergency operating records and data
Legal records
Financial records

Planning considerations
Establish a vital records program
Appropriate medium to access
Maintain a complete inventory
Protection methods for records
Training program for all staff involved
Process to continually review and update
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Human Capital (Personnel)

Corporate emergency procedures
Essential Personnel

Manager’s roles and responsibilities
Employee’s roles and responsibilities
Pay guidance
Leave guidance
Benefits issues
Staffing issues
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Disasters Impact Everyone
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Our Goals

Understand the reality of Preparedness, Response &
Recovery

Employee availability

Economics

Consequences

Understand the definition and framework to solve
the most critical infrastructure problem — Human
Capital

Paradigm shifts that must occur within the culture
of our nation and industry to move forward
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Response when you
are also a Victim

« Officers left their duty
assignments to check on
and evacuate their
families.

- First 72 hours can be
chaotic.
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In an Actual Emergency

An employee, no
matter what his role
is, becomes part of
your critical response
team
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Study of Human Behavior

"In the event of a flu pandemic, bioterrorism, a natural disaster, or any
other large-scale catastrophe, the best surveillance, equipment,
communication systems, antiviral supplies, military, and emergency services
in the world will not be effective without equal attention to the issues posed
by human behavior under conditions of life threatening danger to children

and families.”

“Individuals will seek contact with their secure-base figures, wherever they
are, by whatever means are at hand. Ideally, first responders must know
that their own attachment figures will be as safe as possible to function with

full effectiveness.”

Disaster Preparation and Recovery: Lessons from Research on Resilience in Human Development,
Ecology and Society 13(1):9. Masten, A. S., and J. Obradovic. 2007. [online] URL:




People are the

Shared Dependency in all Areas

Community:

CERT/Red Cross
Volunteers

Medical Personnel
Families

Critical Business/ Local Govt.
Supply:
Critical/emergency
response team

Mayor
Policemen/Fireman/EMT
Hazmat Teams
Corrections officers

Business continuity team

Information technology
teams Judiciary teams

All areas of
response
rely on
people
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State/Fed Govt.
Governor/Legislature
National Guardsmen

Military Personnel




Enable Interdependence
and Enhance Resilience

GOVERNMENT

Improved focus on safety/security
measures, infrastructure response, law
and order

BUSINESS

Improved critical infrastructure resources
& shorter economic recovery period

COMMUNITY

Improved collaboration for the immediate
shelter and support of citizens

The foundation of personal resilience is
INDIVIDUAL self-reliance




Organizational Consequences

Deteriorated operating performance
Decreased revenue due to:

Loss of customer base

Reliability issues

Lack of visibility

Slow recovery

Brand/reputation damage

Lack of contingency planning
Increased costs
Legal exposure
Declining confidence of citizens and public officials
Adverse employee relations
Economic impact
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Delayed Recovery Costs

INDUSTRY SECTOR
Energy

Financial Institutions
Information Technology

Insurance

Health Care

Transportation

Utilities

Avg. Cost Per Hour Per Employee

AVG. COST/HOUR*

$2.8 Million
$1.4 Million
$1.3 Million
$1.2 Million
$686,000
$668,586
$643,000
$205

Source: : META Group, Inc.,"Quantifying Performance Loss: IT Performance Engineering and Measurement Strategies"




Rapid Recovery is
Leading Predictor

Following a major disaster:
25% of businesses do not reopen.

75% of companies without a BCP fail within 3 years of a
disaster.

Companies not able to resume operations within 10 days
are not likely to survive.

Of those businesses that have no BCP, 43% never
reopen.

Of those that reopen, only 29% are still operating 2 years
later.
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State of Human Resilience

75% of continuity
plans in place do
not support human
resilience.

939% of Americans
don’t have a plan.

Only 39% of small
businesses have
any plan at all.
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Calculating Costs/Savings

Productivity Formula:

[# of Workers Affected] x [# of hours out] x [unburdened or burdened
hourly rate]

Example:
5000, employee base
30% of the workforce impacted, (1500 Employees)
3 days /7 hours a day = 21 hours
Average unburdened hourly rate = $42.00

Cost/Loss: $1,323,000

Increasing employee availability by 1.5 days
Saves/Gains = $661,500
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Resilience Defined

2010 National Security Strategy:

The ability to adapt to changing
conditions and prepare for,
withstand, and rapidly recover from
disruption.

PPD-8: The ability to adapt to
changing conditions and withstand
and rapidly recover from disruption
due to emergencies.

Resilience Planning is
simply a good business
practice!

npcrsonalRecovery
cC o ncecepts
Specialists in People Continuity




Resilient individuals create
a resilient organization

Accounts
Individual Roles & Access Codes
Responsibilities \ /
MICRO
(INDIVIDUAL ;
— = PLAN AT |

- WORK AND -
HOME) '

Family Vital data

Shelter
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In reality...
Continuity is all about the
people you rely on and their
readiness to execute under a
wide array of circumstances.




Risk Analysis

False positive

Testing & Impact
Evaluation Analysis

Recovery Identify
Plans Dependencies

Response Recovery
Plans Strategies

Fallacy of current Business Continuity Planning:
People assigned to execute will be available
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A Fundamental Shift

. Risk Management
Risk is a task
Management

Organizational
Resilience

Organizational
Resilience is a process.
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An Improved BCP Model

y Risk Analysus

— Risk management

Impact
Analysis

y Testing &
Evaluation

planning is transitioning

to organizational

resilience with the
inclusion of personal

' Identify

'Dependencies] preparedness at the

individual level

Individual
Preparedness

!

’ Recovery
Plans

Recovery
Strategies

Plans
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...By pursuing a strategy for resilience, an
organization develops capabilities to
overcome turbulent change, ensuring a
competitive advantage and a leadership
position in the marketplace
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Turning Crisis into Advantage

METROLINIK

Fedtx'
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Resilience/Continuity
Planning

Must have solid commitment from top executives
Will take time to develop
Plans, policies & procedures
Dedicated person/division
Dedicated team of professionals
Support from all divisions/departments
Continuous evaluation (BCA & ROI)
Program will-ultimately pay for itself
Program fully funded
Adjust capabilities/capacities during development
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